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Foreword

It has been 26 years since the Internet was introduced to

Zimbabwe. At the time of its introduction it was the

preserve of a few academic researchers, then its use slowly

expanded to include commercial users. Currently, the

Internet is accessible to an estimated 50% of Zimbabweans

who according to statistics, access it mainly on mobile

devices such as cellphones and Tablets.

The popularity of instant messaging Apps such as

WhatsApp, Facebook, and lately Twitter has spurred the

rise of a new wave of netizens who rely on Internet

connectivity for convenient, affordable, and instant

communication. It is without a doubt that the Internet is

now firmly embedded in the day to day lives of most

Zimbabweans, making the protection and promotion of

Internet freedoms more essential than ever.

Research
Methodology

This report was compiled with data from both primary

and secondary data sources. The primary data is from

reports of digital rights violations received and processed

by MISA-Zimbabwe. There are also interviews of online

users and their experiences online. This report also contains

data acquired from network tests used to detect network

interruptions and shutdowns. Secondary sources of data

include, but are not limited to research articles and articles

in local media outlining events which had an impact on

digital rights locally.

A safe, accessible Internet is the cornerstone of free

expression, association of similarly minded individuals,

and access to information. This safety and accessibility

should be protected at all costs and the violation of human

rights online should be documented. This edition of MISA-

Zimbabwe’s 2017 Digital Rights Report takes a look at

the events which had an impact on digital rights within

Zimbabwean cyberspace. It is an important edition of the

Digital Rights report series because of the dynamic political

and socio-economic changes which were experienced in

Zimbabwe during 2017. These events were reflected in

online discourse further proving the fact that the online

and offline worlds are now firmly merged, and that rights

which were traditionally viewed in an offline context now

need to be protected in online environments as well.

MISA-Zimbabwe extends its gratitude to all those involved

in the drafting and publication of this report.

Golden Maunganidze

MISA-Zimbabwe National Chairperson

2018
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1.1. Background

The internet was first introduced in Zimbabwe in 1991,

and mainly for academic purposes. It was later

commercialised following its expansion through leased

South African telephone lines. In 1997, the first direct

connection to the United States was launched after the

Post and Telecommunication Corporation (PTC) launched

an internet hub and began to sell its bandwidth to private

Internet Service Providers (ISPs).1

The country’s first Internet Service Providers (ISPs) included

MWEB, Zimbabwe Online, Africa Online, ComOne

operated by the fixed telecommunications operator,

TelOne, then the Postal and Telecommunications

Corporation and Ecoweb operated by Econet Wireless.

According to Zimbabwe Internet Service Providers

Association (ZISPA), Zimbabwe currently has 16 registered

ISPs2.

1.2. Licensing and operational framework

High licensing fees continue to hinder growth of the sector

as Internet Access and Service Providers (IAPs and ISPs),

require between USD$2 - 3 million in license fees,

depending on the type of service. In addition,  is the

requirement that service providers remit 3.5% of their

annual turnover to contribute to the Universal Services

Fund (USF).

Challenges with the current licensing regime are evidenced

by the High Court case heard in January and May 2017

between local Internet Service Provider, Telecontract

Zimbabwe (Telco) and POTRAZ, the country’s

communications regulator. The cause of the action arose

when Telecontract attempted to pay its licensing fee of

US$5,5 million in instalments. POTRAZ refused this payment

plan insisting that the amount be paid in full. It was

Telecontract’s argument that this refusal was unreasonable

and unjustified. Although the court decided in favour of

the regulator, this case illustrates the licensing challenges

faced by both ISPs and Mobile Network Operators (MNOs).

1.3 Usage Patterns

In the past two years, the Postal and Telecommunications

Regulatory of Zimbabwe (POTRAZ), quarterly reports

indicate that mobile internet makes up for most of the

internet accessed in the country, with the bulk of its use

being social media applications, Facebook and

WhatsApp.  WhatsApp traffic constituted 47% of the

total data bundles purchased in 2017. 3

As of March 2016,mobile subscribers in Zimbabwe stood

at 11,4 million recorded at the end of 2014, 12,8 million

in 2016 and 14 million in 2017.  Meanwhile, 98% of

Zimbabwe’s internet usage is accessed via mobile and

only 2% for ADSL and fibre access. The mobile penetration

rate concurrently rose with that of the internet penetration

rate which rose from  50% in 2016  to 50.8%  in 2017.

However, as with most African countries, a significant

number of the majority of Zimbabweans do not have

access to the internet. Compounded by poor

telecommunications and electricity infrastructure,
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1 OpenNet Initiative. (2009). Zimbabwe Profile. https://opennet.net/research/profiles/zimbabwe
2 List of registered Internet Service Providers in Zimbabwe. ZISPA Members.  http://bit.ly/2yBzkiE
3 The NewsDay article (2018) : https://www.newsday.co.zw/2018/03/data-drives-surge-in-telecoms-revenue/



low bandwidth and high costs for internet, widespread

poverty makes internet access less of a priority for the

majority of Zimbabweans. In July 2017, the Minister of

Public Service, Labour and Social Welfare minister, said

that 72,3% of the country’s population of 14 million live

in abject poverty.4

The continuing trend of cash shortages has also increased

uptake of mobile money services and online banking,

largely via mobile devices. There is also an increase in the

use of point of sale transactions in the country. In May

2017, the Reserve Bank of Zimbabwe put the value of

the cash shortages in the country at USD347 million. With

this reality, it is apparent that poverty in the country

contributes significantly to Zimbabwe’s digital divide.

Although there has been a drive to set up sustainable

Community Information Centres (CICs),  by the regulator,

there has not been an independent evaluation to see the

extent to which the centres will contribute to the bridging

of the digital divide. Furthermore, and in view of the cash

challenges, CICs located in urban areas charge a user fee.

In urban areas this fee is fixed at $1.00 per hour, while

fifty cents ($0.50) per hour is charged for users in rural

and remote areas. This means the cost of general

maintenance and salaries of the staff manning the centres

are subsidised by the charges, thereby freeing funds in

the Universal Service Fund to fund installations at

other centres.

Section 2: Status
of Digital Rights in
Zimbabwe

2.1. Introduction

Current information and technology laws in Zimbabwe

fail to reflect technological advancement and the

convergence of the telecommunications, communications

and media environment. Since the adoption of a new

constitution in 2013, civil society has maintained sustained

calls for the alignment of the existing laws with the

Constitution which provides for a more expansive Bill

of Rights.

Within the scope of the internet rights, Zimbabwe’s

constitution recognises the following rights:

• Section 57 which guarantees the right to privacy, 

which includes the right to privacy of communications.

• Section 58 which guarantees the right to freedom of

association and assembly.

• Section 60 on the right to freedom of conscience 

which includes freedom of thought, opinion, religion

or belief and the freedom to practice and propagate

and give expression to such thought, opinion, religion

or belief

• Section 61 on the right to freedom of expression and

freedom of the media which includes freedom to seek,

receive and communicate ideas and other information,

freedom of artistic expression and academic freedom

• Section 62, which guarantees the right of access to 

any information required in the interest of public 

accountability.
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4 The Newsday article (2017) :

https://www.newsday.co.zw/2017/07/10m-zimbabweans-wallow-

poverty/



Despite the above constitutional provisions which ideally

would promote an open and democratic internet, the

Zimbabwean government still relies on unconstitutional

laws to discourage and suppress online freedoms as

further discussed below.  This should also be viewed

against the delays in the adoption of internet specific

laws in 2017. Although then president, Robert Mugabe,

had said that the Cybercrimes law would be enacted by

20175, it remained stuck with the Attorney Generals Office

most of the year.

On World Press Freedom Day in May 2017, the media

reported concerns by the Chairperson of the Parliamentary

Portfolio Committee on Information and Communication

Technology, Nelson Chamisa, that discussing digital rights

in an environment where the majority of the population

have no access would be problematic.

Digital rights awareness and observance is generally low

in Zimbabwe. This is so because in his more than three

decades in power, Robert Mugabe’s government

maintained strict watch and control of dissent by the

media and citizens, both off and online. The  increase in

internet access and use of especially social media continued

to mobilise, share information, exchange public opinion

through even artistic expression. However, the anxieties

of the government were maintained in the year

under review.

This, however,  is a trend across the continent. As a result,

African civil society organisations have coalesced to work

to increase awareness on digital rights through the African

Declaration on Internet Rights and Freedoms6. The

declaration is currently used as an advocacy tool to

promote human rights standards and principles of openness

in internet access.

2.2 Public Official threats against use

and access

Six public utterances and/or threats by public authorities

against the use of social media were recorded.

In her justification of the Cybercrimes bill, Deputy Minister

of Media Information and Broadcasting Services, Thokozile

Mathuthu, said that the government would ‘curb the

abuse of social media. The first draft of the bill named

the Computer Crimes and Cybercrimes Bill, was made

public in 2013, by August 2017, the Ministry of Information

Communications Technologies, Postal and Courier Services,

announced the change of name to the Cybercrime and

Cybersecurity Bill. This was a milestone for stakeholders

who had noted in past multistakeholder engagements

that the bill laid more emphasis on the criminalisation

than on the rights of the users.

Later in October 2017, a month before his resignation,

Mugabe, introduced a new ministry, the Cybersecurity,

Threat Detection and Mitigation.  Although the ministry

did not ‘take off’, red flags had already been raised on

its impact on internet freedom after Permanent Secretary

in the Media Ministry, George Charamba, clarified7  the

role of the ministry, with President Mugabe himself, saying

then, the ministry would ‘weed out’ those bent on abusing

 the internet for sinister agendas8 .

Other prominent threats include those by Zanu PF politician,

Psychology Maziwisa’s assertion that youth that use social

media to engage in political debates are ‘unpatriotic which

was broadcast live in April 2017 by the Zimbabwe

Broadcasting Corporation (ZBC). In October, Minister of

Industry and Economic Development, Mike Bimha, said

that a ministerial taskforce that had been set up to

investigate price hikes and panic buying  in the country,

revealed that social media was the cause9 .

In November 2017, Phillip Valerio Sibanda, then

commander of the Zimbabwe National Army, said that

social media was a threat’ to culture10 . In December

2017, after Robert Mugabe’s resignation the Zimbabwe

Defence Forces once again issued a statement warning

against the “abuse of social media”.
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5 Veritas Bill watch (2017)  http://www.veritaszim.net/node/2185
6 The African Declaration on Internet Rights and Principles: http://africaninternetrights.org/
7 The Herald Article (2017): www.herald.co.zw/gvt-eexplains-cyber-security-role/
8 The Sunday Mail Article (2018): http://www.sundaymail.co.zw/president-clarifies-chinamasas-ministry/
9 The Daily News Article (2017) https://www.dailynews.co.zw/articles/2017/10/14/ministers-blames-social-media-for-panic-buying
10 The Herald article (2017) http://www.herald.co.zw/lets-defend-our-culture-says-army-boss/



The lack of a clear definition on what constitutes abuse

of social media is problematic, as it gives the government

and the ruling political elite to selectively persecute

individuals on the basis of dissent. It is clear from the

patterns of the arrests over the past two years that abuse

of social media to include criticism of the government of

the days  and the ruling Zanu PF. In 2016, MISA Zimbabwe

recorded 27 arrests, all of which indicated a trend of

citizens policing of each other in aid of the state .

Headline banner in The Herald newspaper of Wednesday 13

December 2017

Another emerging trend was that of political parties

limiting and controlling the extent to which their members

engage on social media. This behaviour was found to be

common both within Zimbabwe’s ruling party as well as

in Zimbabwe’s main opposition political party.

In May 2017, the media reported that the Movement for

Democratic Change (MDC-T,  had informed its members

that it would not treat any grievances pertaining to the

formation of a coalition that were shared on social

media11. A month later, Zanu PF banned its members

from bringing cellphones to its politburo meetings in order

to curb leaks to the media.

In July 2017, Minister of Media Information and

Broadcasting Service, Chris Mushowe castigated politicians

for ‘fight’ political battles on social media saying they

were ‘abusing their right to freedom of expression’.

2.3 Safety online

Zimbabweans generally felt unsafe online as a result of

government’s statements which sought to criminalise

political commentary, free expression, including artistic

expression and the arrests relating to the use of social

media recorded in 2016.

There was an increase in self-censorship among online

users especially on Whatsapp groups as evidenced by

memes and a spoof government notice12 which were

widely circulated. This was exacerbated by the creation

in early October 2017 of a Ministry of Cybersecurity, Threat

Detection and Mitigation. There was uncertainty on the

role of the ministry and as a result falsehoods bent on

censoring and instilling fear were shared, especially on

WhatsApp groups.13

Caption: The ‘notification’ from the Ministry of

Cybersecurity, Threat Detection and Mitigation. These

notifications were largely false and reflect the

misinformation which surrounded the activities of the

ministry.

A series of digital rights awareness meetings that MISA

Zimbabwe held in the metropolitan provinces of Harare

and Bulawayo, and rural Midlands, Manicaland, Masvingo,

Matabeleland North and South, confirmed these fears.

People who attended the meetings said there were

limitations on the extent to which they can interact and

share, particularly political developments in the country.

They said that even though WhatsApp groups were

private, one could not be sure what the next person would

do with the information they shared. They felt that the

internet was generally not a safe space, especially after

information on cyber terrorism, the cybercrimes law and

threats made by their leadership.

One of the major concerns of digital security activists in

the country is lack of awareness by the majority of online

uses on their rights to privacy of communications and

their ability to secure communication in response to

possible violation of that privacy. Surveys conducted by

the Digital Society of Zimbabwe during digital security

training workshops for journalists, civil society and online

activists during the course of the year under review,

revealed that digital security is not standard practice even

for these vulnerable groups.
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12 BBC Article: http://www.bbc.com/news/world-africa-41693676



6 D I G I T A L  R I G H T S  R E P O R T  Z I M B A B W E  •  2 0 1 7

14 GendetIT.org (2017) Zimbabwean reflections on a feminist internet https://www.genderit.org/feminist-talk/zimbabwean-reflections-

    feminist-internet
15 The Newsday (070117 edition) Uproar over data  tariff rise https://www.newsday.co.zw.2017/7/01/uproar-data-tariff-rise/

 Feminists, gender and sexual minority groups in Zimbabwe

which the Lesbian Gay Bi-Sexual Transgender and Intersex

(LGBTI) community, argue that for them, the internet is

not a ‘technology of freedom’ as they continue to face

violence on line, based on their gender, sex and sexuality.14

This they expressed during a meeting hosted by the

Association for Progressive Communications (APC), on

the Feminist Principles on the Internet (FPIs) in August

2017, Harare.

2.4 Internet Access and Affordability

In January 2017, there was an uproar by citizens on the

more than  2,500 percent15 hike of mobile data. Citizens

took to social media in a #datamustfall campaign

which led to the Minister of Information and

Communication Technology, Postal and Courier Services,

Supa Mandiwanzira, issuing a directive for the suspension

of the increase.



Despite calls for a fair and competitive pricing policy for
the country by stakeholders, and a commitment by Minister
Mandiwanzira in May 2017 that a pricing model would
be arrived at16, the year ended without an update on a
survey by the regulator to establish the cost of landing
bandwidth in the country by the mobile operators.

Mobile Network Operators (MNOs), continue to have
special subsidised data bundles for their subscribers.
However, this  move can  be viewed as having significantly
reduced the utilitarian value of the internet for
Zimbabweans. Speaking at MISA Zimbabwe’s Second
multi-stakeholder conference, Telco Zimbabwe Business
Development Manager, Dumisani Nkala, noted that initial
setting up costs of accessing the internet through fixed
line services are significantly higher than the price of an
entry level for smartphone internet connection.17

Following the finalisation of the US$40 million takeover
of the entire shareholding of Telecel Zimbabwe through
its Internet Service Provider, Zarnet in January 201718, it
is clear that government will maintain significant control
over the networks. Only Econet and Africom remain
private players. Even though Econet remains the dominant
player, the significant increase in subscribers[Uk16] , the
migration of subscribers to government owned Netone
during the #datamustfall protest against service providers
that had increased prices, is of significance.

Within that context, the possibility of another internet
shutdown in Zimbabwe cannot be overlooked especially
as the country heads towards a general election. This
would not be a surprising development given that by
September 2017, the Collaboration on International ICT
Policy for East and Southern Africa (CIPESA), had recorded
10 internet shutdowns on the continent19. The move by
the government to signif icantly control the
telecommunications sector through ownership leaves the
sector vulnerable.

2.4 Free expression  criminalised        

Three prominent cases on the criminalisation of online

expression were recorded in the year. These included the

two arrests of prominent pastor and leader of the

#ThisFlag movement, Pastor Evan Mawarire in January

on his return from the United States in January 2017.

Mawarire had an outstanding warrant of arrest from

2016, and was accused of breaching the Criminal and

Codification Act in his efforts to ‘subvert a democratically

elected government’. He was arrested again in September

2017 after publishing a video recording largely viewed

as critical of government.

The other arrest is that of  Martha O’Donovan, a journalist

from the United States working with creative hub, Moto

Republik. Martha was arrested for  tweeting: “We are

being led by a selfish man and sick man," and posting

a photo suggesting Mugabe is surviving on a catheter.

Citizen journalists from Busstop TV, a local blogging

channel, were expelled from a Zanu PF rally after they

circulated a video on facebook that confirmed earlier

media reports that the party forcibly busses people to its

rallies whose agenda they would not be privy to.20

Cyber-attacks
A report by an American software company, Rapid7 LLC,

ranked Zimbabwe as the most hackable country out of

183 countries. According to the 2017 National Exposure

Index21, several internet protocol (IP) addresses in the

country still use outdated protocol, leaving them susceptible

to cyber-attacks.
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16 MISA Zimbabwe Communique (2017) Data tariffs to be reduced http://zimbabwe.misa.org/2017/05/24/data-tariffs-reduced/
17 MISA Zimbabwe(2017) Multistakeholder Internet Governance Conference report.http://crm.misa.org/upload/web/MISA_ Zimbabwe_              

    Multistakeholder_Conference2017_Report.pdf
18 TechZim article: (2017) We have injected 5million into Telecel, says Government of Zimbabwe https://www.techzim.co.zw/2017/05/injected-5-

    million-telecel-says-government-zimbabwe/
19 CIPESA (2017) Calculating the economic impact of internet disruptions in sub-Saharan Africa report https://cipesa.org/?wpfb_dl=252
20 Pindula Article: https://news.pindula.co.zw/2017/09/09/bus-stop-tv-responds-reports-assaulted-zanu-pf-youths-rally/
21 National Exposure Index Report (2017): https://www.rapid7.com/info/national-exposure-index/



In August 2017, Minister of Information, Communication

Technology, Postal and Courier Services, Supa

Mandiwanzira, confirmed that about two banks had been

affected by ransomware cryptoworm virus, WannaCry,

after hackers unleashed it in May 2017. He, however did

not name the banks stating that no official reports had

been made.

In June 2017, students from academic institutions took

to social media on the hacking of the National University

of Science and Technology (NUST) and the Harare Institute

of Technology (HIT) websites by hackers demanding more

than $6 billion to restore information to their websites.

While HIT official confirmed the attack of their website,

officials at NUST denied that, despite insistence by both

lecturers and students that they had been unable to access

the site on the day of the attack.22

Data protection
In March, 2017, TelOne launched it’s data centre, which

is expected to develop into the phase of the National

Data Centre. The National Data Centre which is provided

for in Zimbabwe’s 2016 National Policy for Information

Communications Technology, was eventually launched in

late 2017.

Concerns around the establishment of the data centres

include:

Firstly, that Zimbabwe does not have a singular data

protection law. Currently, data protection principles are

scattered among several Acts which include the Access

to Information and Protection of Privacy Act, and sectorial

laws such as the Banking Act. These laws are outdated,

and are in urgent need of amendment. The Zimbabwean

government has been working on a draft Data Protection

Bill since mid-2013, but this Bill is yet to be formally

gazetted into an Act.

Secondly, is the source of the equipment at both data

centres. That the equipment at the centres was sourced

from China raises questions on the security of the data

stored in these centres, given the Chinese government’s

position on the spying of the African Union headquarters

by means of donated equipment.23

Conclusions and
recommendations
It is not in doubt that the increase in access to the internet

and continuous global technological changes, have

changed the manner in which Zimbabweans relate to

each other at a social level and within the scope of

citizenship. The reality, however, is that this digitised

environment raises questions on the extent to which

human rights can be promoted and protected in ensuring

a just and equitable society. Although there was a marked

decrease in the number violations of rights online during

the year under review, delays in the adoption of internet

laws in the country, leaves room for violations against

the rights of users as they continue to communicate,

interact and transact in their day to day lives.

Based on this analysis of trends and the status of digital

rights in the country and recommendations of multi-

stakeholder engagements during the year under review,

MISA Zimbabwe highlights the following:

• That the country’s internet regulation and policies be

centred on the African Declaration of Internet Rights

and other regional and globally accepted human rights

principles which promote human, socio-economic and

political development at all fronts.

• The wholesome finalisation of Zimbabwe’s cyber 

security legislation must be prioritised. A cybersecurity

law that balances fundamental rights to freedom of

expression, access to information, privacy and national

and regional security is essential for the full utilisation

of the internet

• Internet stakeholders should prioritise increasing public

awareness on internet developments in the country 

particularly in rural populations and other social and

economic marginalised demographics.
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22 The Chronicle article : http://www.chronicle.co.zw/universities-hit-by-cyber-attacks/
23  Quartz Africa (2018) https://qz.com/1192493/china-spied-on-african-union-headquarters-for-five-years/



It is without a doubt that

the Internet is now firmly

embedded in the day to day

lives of most Zimbabweans,

making the protection and

promotion of Internet

freedoms more essential

than ever.




